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" Simple and Secure Web Caching

Guardian Digital Internet Acceleration and Management Server (IAMS) is a
complete proxy, cache, and authentication solution that provides organiza-
tions with an unmatched level of security and commanding control over how
Internet resources are utilized. Encompassing the best and most technologi-
cally advanced applications available, combined with the security expertise of
Guardian Digital, IAMS effectively addresses an organization’s growing need
for robust system protection, increased efficiency, and lower IT costs.

The innovative design of the IAMS integrates powerful security and produc-
tivity features into one easy to use system. Providing extensible enterprise
proxy caching, bandwidth and user access controls, virus scanning, VPN
support, and system reporting, IAMS is the most cost-effective, complete and
secure Internet proxy and connectivity solution in its class.
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Proxy Management :: General Configuration

Below you can setup basic proxy configuration parameters.

General Configuration
Proxy Administrator administrator@

Address To Listen On ]
Port To Listen On 8080

Permitted Ports 22 53 110
Permitted SSL Ports 554 993

Cache Peering? [Enabled =]
Transparent Proxy? Enabled ~|
Mandate Proxy? Enabled ~|
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The Guardian Digital WebTool

Proxy Management
Below you can configure various aspects of the proxy server.

General Configuration
Setup basic proxy configuration parameters.

Schedule Virus Updates
Define how often virus updates should take place.

SOCKS Configuration
Enable, disable, and configure the SOCKS subsystem.
Proxy Authentication

Enable or disable different methods of proxy authentication.
Proxy Privacy Settings

Enable or disable certain levels of concealment

Standard ACL Management

Create, edit, and delete standard ACLs.

Restricted ACL Management
Create, edit, and delete restricted users and ACLs.

Virus Scanner Configuration
Set up patierns you would like to have scanned for viruses.

Cache Peering

Configure ‘peer’ caches this cache can query for requested pages

Autoconfiguration
Configure 3 script browsers may download to configure their proxy seftings

[eoo

The Guardian Digital WebTool

o Authentication

Users do not have to authenticate themselves to use the proxy.
€ Enable No Authentication

Users must autneniicate temselves against a femote Windows PUC. You must enter the name of your
Windows domain, and optionally the name of a Windows group to which the users must be a member in
order to be authenticated.

Please note that you must have Winbind (in the Windows File Sharing module) enabled and configured
before this scheme is usable

" Enable NTLM Authentication

Windows Group Name [SeaGraveUsers

Basic Windows Authentication

Basic Windows Authentication does not require Winbind to function. Users must stil authenticate
themselves against a remote Windows PDC. Users are always challenged with a usemame/password
prompt.

© Enable Basic Windows Authentication

Windows Domain Name ISEAGRAVE

Local Authentication
Users must authenticate themselves against the local Linux password database. This means your users
must all have accounts set up on this machine.

© Enable Local Authentication
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Guardian Digital designed IAMS to dramatically increase the
speed and power of conducting business on the web by
affording organizations all the tools they need to conserve
expensive IT resources, resulting in reduced overhead and a
substantial increase in network and user productivity.

Significantly improve employee and system productivity with
sophisticated access control policies, application filters and
high-speed web caching. Comprehensive access controls and
smart application filters allow administrators the ability to permit
or deny access to Internet resources for each user, while
high-speed web caching accelerates access for the entire
organization. Enhance internal productivity and security by
ensuring appropriate utilization and immediate availability of
business-critical applications and information.

Feature & Benefit Summary

High-Performance Web Cache

Access Controls & Smart Application Filters

Extensive Reporting and Usage Statistics

Gateway firewall & Integrated Network Intrusion Detection
VPN support using PPTP

Distributed and Hierarchical Caching

Publish Internal Resources to the Internet

Virus Scanning &User Authentication

Increase Network Speed, Power & Effectiveness
Conserve Valuable Bandwidth and Increase Internet
Response Times

Pinpoint Corporate Policy Violators

Identification and Protection from Internal and External
Network Threats

Raise Employee Productivity & Significantly

Reduce IT Costs

Flexible, Versatile & Resilient Open Source Architecture
Comprehensive Support Services
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