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“Guardian Digital CAPE  
center technology has brought 
a heightened level of security 
to our organization  
unavailable in previously  
implemented mail systems. 
The unique multi-layered 
design and engineered system 
defenses ensure only  
legitimate email hits our  
inboxes and potentially  
damaging messages are  
detected before doing any 
harm. In fact, in a matter of 
a day or two after installing 
Secure Mail Suite with the 
CAPE technology, our spam 
was reduced by 98%.”

- Lars Baan, 
  Vice President of Operations, 
  Aalborg Instruments, Inc.

Spam and virus incidents cost worldwide corporations billions of dollars every 
year.  With email being the source of more than 80% of all virus infections, and 
spam encompassing greater than 78% of all email, proactive protection is critical 
to maintaining the continued competitive advantage provided by efficient email 
and web servers. Guardian Digital Content & Policy Enforcement (CAPE) Center 
is an innovative, multi-tiered defense system designed to deliver bulletproof pro-
tection for corporate inboxes by virtually eliminating all forms of junk and poten-
tially harmful email.  Unlike traditional “single-purpose” email security solutions, 
Guardian Digital CAPE Center provides comprehensive spam, virus, and corpo-
rate policy protection at each application layer delivering greater efficiency, con-
sistently higher levels of protection, and dramatically reduced operational costs.  

Powering the email security operations of Guardian Digital Secure Mail Suite, 
CAPE Center is distinctive in its approach, bringing together the most techno-
logically advanced open source developments, a multitude of standards-based 
security solutions, and the ingenuity and security expertise of Guardian Digital.  
Protecting against spam, viruses, blended email threats, and corporate policy vio-
lations, Guardian Digital CAPE Center is proven to be the most vigilant approach 
to email security. 
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Multi-layer Email Defense

Creating the most cohesive, multi-layered enterprise email defense solution, 
Guardian Digital Secure Mail Suite and CAPE Center provide organizations with all 
the tools they need to continually keep email communications secure and produc-
tive

Network Level Spam Protection
Utilizing innovative techniques and qualified resources Guardian Digital CAPE 
Center can positively identify spam by employing regularly updated Internet and 
in-house generated lists to ensure optimum protection from known spammers. 

System Level Spam Protection
Through system level spam protection including next generation auto-learn statisti-
cal filtering and malicious content filtering, junk mail is consistently eliminated, false 
positives are significantly reduced and potentially damaging email messages are 
quarantined resulting in improved speed and efficiency of the mail system.

User-Level Spam Protection
Personalized spam setting allow end-users to effortlessly block known offenders 
& patterns in real-time while ensuring messages from legitimate senders always 
reach their destination.  Trusted senders lists enables the designation of particular 
addresses to be immune to filtering techniques, thereby allowing them to enter mail 
folders unimpeded, resulting in fewer false positives.  

Comprehensive Auditing & Reporting System 
Graphical reports provide administrators with all the information necessary to verify 
effectiveness & proper resource management.  Pinpoint potential system or user 
problems quickly and provide accountability for unauthorized use.

Powerful Virus Protection
Guardian Digital CAPE Center provides powerful virus protection to detect and 
disinfect email borne viruses.  Perform scheduled or on-demand virus scanning of 
emails containing regular attachments, compressed files and archived files anytime 
to ensure maximum protection from all email communication.  Automatic updates 
through Guardian Digital Secure Network, ensures Cape Center’s virus protec-
tion module always encompasses the latest technologies to thwart the latest virus 
types.

Advanced Authentication 
Authenticate mail users using sophisticated methods to ensure corporate mail 
resources are only employed by authorized users.  

Policy Enforcement System
CAPE Center’s policy enforcement tools allow administrators to configure access 
controls, create custom filters for individual users, and control aspects of how mes-
sages are delivered, stored, and routed.  Configuration options can be set to auto-
matically block, reject, quarantine, delete or forward messages based on specific 
body or envelope patterns that may be contrary to corporate policy.
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Designed to make email work smarter, Guardian Digital CAPE 
Center utilizes powerful policy enforcement applications to 
ensure Internet and email resources are always being used for 
legitimate business purposes.  Increasingly, the influx of unso-
licited and junk mail causes a reduction in employee productiv-
ity.  With comprehensive access controls and customizable mail 
rules, CAPE Center enforces corporate email policies, increas-
ing user productivity, and protecting your network from poten-
tially malicious content transmitted through email.  Pinpoint and 
quickly address potential problems and provide accountability 
for unauthorized use.   

Email policy enforcement gives organizations the ability to 
ensure that email resources are used appropriately and ef-
ficiently.  Increase security, user productivity, and conformance 
with corporate policies by controlling network resources, mail 
distribution, and access.  Monitor incoming and outgoing mes-
sages while possessing the ability to accept or reject mail based 
on specific characteristics of the message, eliminating the threat 
of executables, macros, and other potentially harmful files from 
entering the corporate network.
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Enforcing Legitimate IT Resource Utilization

Feature & Benefit Summary
○  Comprehensive Spam Protection
○  Multi-faceted Virus Detection
○  Advanced Authentication Mechanisms
○  Innovative Multi-tiered Design
○  Sophisticated End-User Controls 
○  Robust Auditing & Reporting
○  Reduce Liability with Flexible Policy Enforcement 
○  Simplified, Consistent Administration
○  Ensure Data Integrity 
○  Resilient Open Source Architecture
○  Raise Employee Productivity & Lower IT Costs
○  Built-in Proactive Protection
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